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Session Overview 
§  Reasons for having a PMP 
§  Strategies to deal with current and future privacy 

challenges at your organization 
§  Questions/discussion 



Reasons for having a PMP 
� The law requires orgs to develop policies and 

practices that are reasonable for them to meet 
their obligations under PIPA (s. 6(1)) and to 
provide written information about these upon 
request (s. 6(3)). 
� promote trust and confidence on the part of 

consumers and thereby enhance competitive and 
reputational advantages for organizations 
� Promote trust and confidence on the part of 

employees 
� Mitigate legal, financial and reputational risk 



Responding to the Regulator 
§  Having an up-to-date PMP will position 

organizations to better respond to privacy 
breaches, complaint investigations, access 
requests and reviews by the OIPCs. 



Strategies 
Access Request 
§  S. 24 allows individuals to request access to their 

PI that is contained in a record that is in the 
custody or under the control of an org.   

 
§  Also allows them to ask the org for information 

about the purposes for which the information has 
and is being used and the names of the persons 
to whom and circumstances in which the PI has 
been and is being disclosed. 



Scenario: 
  Bob receives an email from a disgruntled former 

employee, who used to report to him and was 
recently terminated, asking for “his entire 
employee file”.  He was employed by the 
company for 12 years.   



Bob should: 
a)  Email the individual back and tell him to sue if he 

wants that information 
b)  Put it in the “to do” pile and deal with it when he 

comes back from vacation in a month 
c)  Go get the individual’s file, scan it and email the 

entire file to him 
d)  Forward the email to the company’s Privacy 

Officer to respond in accordance with PIPA. 



How could a PMP assist you in 
responding to an access 
request? 
 
1.  What policies might you implement to ensure 

access requests are dealt with in accordance 
with the Act? 

2.  What policies or practices might assist the PO in 
responding to the access request? 



Access Request Response 
Checklist  
Checklist might include the following by way of 
example: 
1.  Upon receipt, contact the Applicant to narrow or clarify or 

confirm the scope of the request, if necessary.  
2.  Determine whether you can respond within the 45 days 

and if not, whether you need to and can extend the time 
period under the Act.  

3.  Identify where PI requested is stored and gather 
information. 



Access Request Response 
Checklist  
4. Review the documents to determine if they contain the 
Applicant’s PI and if so, whether the org will exercise its 
discretion to refuse access under the discretionary exemptions 
of the Act, or must refuse access under the mandatory refusal 
provisions of the Act.  
5. If any PI is being withheld, determine whether the org must 
apply the severability requirement under s. 24(4) to sever the 
records.  
6. Determine whether a fee can and will be charged by the org, 
and if so, notify the Applicant.  
7. Prepare a response that complies with s. 29 of the Act. 
8. Determine how to deliver the records in a way that 
encompasses reasonable security measures (s. 34). 



OIPC Review of Responses 
§  If the Applicant requests a review of an org’s 

response to an access request, the OIPC will 
review whether the org conducted an adequate 
search for the records, responded in accordance 
with s. 29, and met its duty to assist under s. 27. 



OIPC Review of Response – 
Reasonable Search 
§  The specific steps taken by the Organization to identify and 

locate records responsive to the Applicant’s access request. 
§  The scope of the search conducted, such as physical sites, 

program areas, specific databases, off-site storage areas, 
etc. 

§  The steps taken to identify and locate all possible 
repositories where there may be records relevant to the 
access request: keyword searches, records retention and 
disposition schedules, etc. 

§  Who did the search? (Note: that person or persons is the 
best person to provide the direct evidence). 

§  Why the Organization believes no more responsive records 
exist other than what has been found or produced. 

§  Any other relevant information. 



OIPC Review of Response - 
Exceptions to Access 

 If exceptions to access are asserted, the OIPC 
may ask the org to produce the withheld 
document and provide an explanation as to why it 
believes the exception applies. 

 
 If documents are redacted, the OIPC may ask the 
org to produce the unredacted document to 
determine whether it has properly carried out the 
redactions. 



Example:  
 
Order P2012-07 
Lifemark Health Management Inc. 
September 21, 2012 



Strategies 
s. 34 Complaints 
§  S. 34 requires orgs to protect PI that is in their 

custody or under their control by making 
reasonable security arrangements against such 
risks as unauthorized access, collection, use, 
disclosure, copying, modification, disposal or 
destruction.   



What Does This Mean from A Risk 
Management and Information 
Security Perspective?  
Organizations must have the appropriate  

 ADMINISTRATIVE 
 PHYSICAL 
 TECHNICAL 

safeguards in place to protect PI in their custody.  

 



RISK MANAGEMENT AND 
INFORMATION SECURITY 
CONSIDERATIONS 
§  Requirement to implement reasonable security 

arrangements for safeguarding.   
§  “Reasonable security” is not a one-size fits all 

standard. 
§  Measure of adequacy varies depending on: 
� The sensitivity of the PI 
� The medium and format of the records 



What PI does your Organization 
collect and where and how does 
it store it? 



Safeguarding Considerations 

§  Requirement to implement reasonable security 
arrangements for safeguarding.   
� Locks on doors and filing cabinets 
� Firewalls and security passwords 
� Encryption 
� Implement need-to-know/restricted access 
� Audit software 
� Proper and secure disposal of personal information 
� Policies 
� Training 



s. 34 Complaints 
§  Sending an email to customers and putting all of 

their email addresses in the “to” or “cc” line 
instead of the “bcc” line; 

§  Faxing PI to the wrong fax number; 
§  Mailing PI to the wrong address; 
§  Emailing sensitive PI unencrypted;  
§  Forwarding an email with sensitive PI to 

unauthorized individuals 
§  Re-sale or recycling of computer equipment that 

has not been properly wiped of data. 



s. 34 Complaints 
§  Leaving forms/PI out in the open for the public or 

employees to see and/or take  
§  Misplacing or losing customer personal information 

– i.e.. tax returns, receipts 
§  Improper destruction (just put out in dumpster) of tax 

returns, medical docs, financial information  
§  Snoopy employees viewing company databases to 

see what their boyfriend or girlfriend’s ex-spouse is 
up to with the company  



Examples  
 
Order P2012-03 Eagle’s Nest Ranch 
Association 
May 24, 2012 
 
Order P2012-02 Alberta Teachers’ 
Association 
April 30, 2012 
 
 
 



What should Organizations be 
doing? 
Be proactive! 
§  Monitor decisions from the OIPCs and OPC 
§  Continuously audit and review your privacy 

management program, policies and practices 
§  Conduct Privacy Impact Assessments 

www.oipc.ab.ca/Content_Files/Files/PIAs/
PIA_Requirements_2010.pdf  



New Technologies 
§  Emerging Technologies  
� GPS tracking 
� Black box vehicle recorder 
� Cloud computing 

 



Other Practices that Raise 
Privacy Risks 

� BYOD 
� Telecommuting 



Breach Reporting s. 34.1(1) 
 
Section 34.1(1) provides: 
 

 34.1(1)  An organization having personal 
information under its control must, without 
unreasonable delay, provide notice to the 
Commissioner of any incident involving the loss of 
or unauthorized access to or disclosure of the 
personal information where a reasonable person 
would consider that there exists a real risk of 
significant harm to an individual as a result of the 
loss or unauthorized access or disclosure. 



Breach Reporting Summary 
May 1, 2010 - April 30, 2012: 151 breach reports 
received: 
§  63 breaches (42%) resulted in a finding of a real 

risk of significant harm to an individual requiring 
notification of the individual(s) affected, 

§  51 breaches resulted in a finding of no real risk of 
significant harm to an individual and no 
notification was required, 

§  24 breaches resulted in a finding that the 
Commissioner did not have jurisdiction, and 

§  13 breaches were still under review. 



Breach Reporting Summary 
§  22 breaches were caused by human error.  
§  18 breaches were caused by theft.  
§  14 breaches were caused by electronic system 

compromises.  
§  9 breaches were caused by a failure to 

adequately control access to electronic or paper 
files. One case in particular involved files that 
were accessible to the public via the Internet.  



Consequences 
§  s. 59(1) – Offences include: 
� Collects, uses or discloses PI in contravention of the Act 
� Attempts to gain or gains access to PI in contravention 

of the Act 
� Disposes of or alters, falsifies, conceals or destroys (or 

directs someone else to) a record containing PI after 
receiving an access request 

� Obstructs the Commissioner (or authorized delegate) in 
the performance of her duties, powers or functions 

� Fails to provide notice to the Commissioner under 
section 34.1 

� Fails to comply with an order made by the 
Commissioner 



Consequences 
Penalties – s. 59(2): 
 
§   In the case of an individual, to a fine of not 

 more than $10,000 
 
§   In the case of a person other than an 

 individual, to a fine of not more than $100,000 



Consequences 
Damages for breach of PIPA – s. 60: 
 

 60(1)  If the Commissioner has made an 
 order under section 52 against an 
 organization and the order has become final 
 as a result of there being no further right of 
 appeal, an individual affected by the order 
 has a cause of action against the organization 
 for damages for loss or injury that the 
 individual has suffered as a result of the 
 breach by the organization of obligations 
 under this Act or the regulations. 

 



PIPA Resources 
§  OIPC 
� Tel.: (403) 297-2728  
� Fax:  (403) 297-2711 
� Toll Free: 1-888-878-4044 
� Website - http://www.oipc.ab.ca 

§  Access and Privacy Branch, AB Government 
Services  
� Website - http://www.pipa.alberta.ca 
� Information Line (780) 644-PIPA (7472) 



Questions? 
 
 


